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Job Description for Professional Posts

Position and Grade: LT Systems Engineer (P-3)

Organizational Unit: Customer Service and Operation Section
Division of Safeguards Information Management

Department of Safeguards
Duty Station: Vienna

Type/Duration of Appointment: CFE. 07/1C0-003

Organizational Setting

The Division of Information Management (SGIM) comprises four sections and provides the Department of
Safeguards with services of dala processing, secure information distribution, information analysis and knowledge
generation necessary to draw independent, impartial and credible safeguards conclusions.

The Section for Customar Services and Operations (ICO) is responsible for 24/7 quality computer services o
Safeguards, through provision and operation of secura information technelogy and communications (ITC)
infrastructure &t headgquarters, regional offices, and other remote Safeguards sites and to inspectors in the field,
through provision of secure elecironic data management systems (databases and electronic repositories).
through design, implementation, and contrel of IT secunly archilectures and processes to support the
Department's information security requirements, and through quality customer support to ensure that Safeguards
staff have the approved electronic tocls and information reguired for their waork.

SGIM Customer Services and Operalions are run in compliance with best practices defined by international
standards in particular ITIL and 150 17799, while the development of the infrastructure and database landscape will
follow best practices project management, in fight coordination with the section for Information Architecture and
Projects. ICO, which operates within an environment where protection of confidential information is paramount, is
constituted of three technical units and a support unit.

The Customer Services Unit (CSU) provides a single support focal point for Safeguards staff, regardiess of their
location, in their use of Safeguards equipment, IT and communications systems through understanding staff
naeds and negotiating agreements on service levels, managing software configurations and infrastructure
changas, handling the standards-besed service requests (equipment, IT, communications), incident and problem
resolution; and managing the electrenic identities of customers and their assignment to roles, following specific
policies and appropriate approvals.
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Main Purpose

As a member of 2 team led by the Unit Head. the [T Systems Engineer will:

Role

Advise on planning. design. and implementation and control the installation and maintenance
of hardware and software, contributing towards ensuring that the capacity, reliability and
availability of Sateguards end user IT cquipment meets the requirements ol the orsamization.
ensuring that SC stalt have the T equipment and software specifically standardized and
configured for approved SG information handling, including regular lifecyele replacement of
this equipment.

Support the CSU Desktop engineering team and be responzible for providing technical
ieadership and proactive security measures for the Safeguards Secure Desktop and other
projects.

To provide engincering and project expertise to enhance the support and development of the a
reliable and secure SG LAN.

To participate in the implementation of the Network Security in 8G. The [T Systems Engineer
performs the roles of Engineer, project manager, and technical expert.

Partnerships

The IT Systems Engineer gurdes and provides technical advice both within and outside the
Department of Safeguards {eg. MTIT). He/She also provides SG Siaff, external specialists and service
providers with problem solving and cross-sectional project delivery.

Functions / Key Results Expected

Under the supervision of the Unit Head ICO, the incumbent will:

Manage IT projects on a daily basis to ensure that projects produce the required results to
include the planning and monitoring of projects, directing and motivaling project teams and
creating project documentation using a2 formal approach that provides a methodology (or
controlling all components of a project.

Develop procedures and standards for Safeguands -wide IT infrastructure management.

Investigate and resolve IT Service related problems to improve [T Services delivery to the
Department of Safeguards.

Develop, propose and recommend IT security solutions and operational support options
ensuring the secunity and integrity of the operational I'T environment.

Assess ways to exploit new technologies to address complex business, organizational and
technical issues and their applicability within the overall Safeguards [CT strategy.




¢  Thorouph knowledge of IT infrastructure: Windows, networking. deskiop security.

* In-depth knowledge of information systenis seeurity prineiples. practices and ieehnologies.

»  Good knowledge of current developments in 1T,

¢ Knowledge of the following teehnical Gelds is desirable: dS XP. MS Vista. Active Directory
Management. Group Palicy, Desktop Secunty

»  Knowledge of the principles. practices and processes of [TIL for service management. and
project management methodologies,

o Abality to work effectively in a team environment.

¢ Lxcellent problem-solving skills.

s Cood interpersonal skills in interacting with customers, colleagues and other wechnical staff in
a courteous and [riendly manner, and a positive goal-oriented attitude in the workplace.

L]

Ability to work in a muiticulural environment with sensitivity and respect lor diversity.
Education, Experience and Language Skills

+ Lniversity degree or equivalent in Compular Science, Information Technology or related technical discipline.

+ Al least four years of Microsoft Systems Engineering and Architeclure experience including 2t least one year in
Deskiop Operating sysltems managament.

+« Fluency in wrtten and spoken English essential. Knowledge of German andfor another official Agency
language (i.e. Arabic, Chinese, French, Russian, Spanish) an advantage.

] Internal Human Resources use only: _i
| Effective Date: '

|
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Occupational Group{s):

Post Mumber;






